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H
aV e YOU  eVer  tried to con-
vince someone to love you? 
Or has anyone ever tried to 
convince you to love them? 
A person can present the 

most logical and irrefutable arguments 
in the world about how well suited you 
are, how well you get along, how many 
critical values you share, and how com-
plementary your interests and skills ap-
pear. The arguments may even be true. 
But the problem is you just don’t feel 
it, so no amount of logic ever seems 
to overcome the lack of emotion. Con-
versely, if you feel the love, no amount 
of rational calculation can dissuade 
you, as the high divorce rate attests.

Security is like that as well. There is 
a reality to it. But there is also a feeling, 
right or wrong, that undergirds it as 
well. And those emotions are suscepti-
ble to manipulation, both strategic and 
accidental. Take, for instance, the U.S. 
Department of Homeland Security, and 
the myriad additional measures that 
have been put in place in airports since 
the attacks on 9/11 in order to make 
travelers feel more secure. Perhaps 
they actually also do make them more 
secure, but not as secure in actuality as 
efforts such as instituting consistent 
profiling and background checks on 
passenger lists that still remains largely 
anathema in a putatively democratic 
society.7 Certainly committed terrorists 
could, with time and effort and ingenu-
ity, overcome the procedural efforts put 
in effect by the TSA at airports by under-
taking such deceptions as printing fake 
boarding passes.8 Or they could find 
other, less well-secured targets against 

which to perpetrate their malfeasance. 
In the face of such reality, taking off 
increasing amounts of clothes prior to 
flying serves a primarily performative 
function, designed to induce compla-
cency and a (false) sense of security. But 
as long as that feeling is real, it does not 
really matter if the reality does not exist. 
At least until these security systems fail 
to protect us from harm.

For good or ill, emotions do not al-
ways operate according to rational cal-
culations. We are all aware of the impact 
of emotion on complex political, social, 
and economic processes through its in-
fluence on world markets in both bull-
ish and bearish phases. Yet this reality 
also holds tremendous implications for 
both the public and policymakers when 
it comes to the issue of how threats af-

fect how people think and feel about 
security as well—and how they act on it. 

Take again, as an example, the in-
fluence of the color-coded alert system 
instituted by the Bush administration 
after the attacks of 9/11 on the mental 
and physical health of the U.S. popu-
lation. As should be recalled, this sys-
tem graded the security threat from 
green, associated with lower threat, to 
red, associated with high threat. When 
unspecified credible threats existed, 
the administration raised the level, 
and when intelligence indicated that 
threats appeared less imminent, the 
color level was lowered. Interestingly, a 
study of approximately 2,000 New York 
City Con Edison workers who serviced 
the areas in and around Ground Zero 
for several months after the attacks 
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found that lowering as well as raising 
the alert level heightened serious symp-
toms of psychological distress, includ-
ing increased arousal, depression, and 
anxiety.5 Seemingly, just making the se-
curity threat more salient increases the 
negative outcomes associated with it. 

Profiling Probability
The challenge presented by fear is that 
it does not tend to respond as proba-
bility theory might dictate. Probability 
theory suggests that a linear relation-
ship should exist between the degree 
of threat and the likelihood and sever-
ity of response. But that is not what 
occurs. The implications of such find-
ings pose a conundrum for policymak-
ers. And in the case of cyberattacks 
and cyberexploitations, the problem 
is the emotions such as fear, or anger, 
can lead individuals to pay too much 
attention to the most obvious and vis-
ible threats, such as the risk of cyber-
attack, while paying insufficient at-
tention, or completely ignoring, those 
areas where the risk is actually very 
high, and where greater vigilance real-
ly is warranted, such as the possibility 
of cyberexploitation. 

In Prospect Theory models, in-
dividuals tend to weight probability 
not in the linear fashion advocated by 
standard normative models of prob-
ability theory, but rather by subjective 
functions that overvalue certain low-
probability events, such as cybercrime, 
assigning them more psychological 
importance than they might otherwise 
merit, while simultaneously under-
weighting moderate and high-probability 
events such as cyberexploitation, ren-
dering them less psychologically influ-
ential than they actually deserve. People 
also tend to place a great deal more im-

portance on events that are deemed cer-
tain or impossible,3 suggesting in part 
why so much emphasis is often placed 
in the public debate on identifying the 
perpetrators of particular events. Cer-
tainty justifies action and response in a 
way that uncertainty does not support. 

Threats do produce some fairly 
predictable emotional responses in 
people depending on the emotion 
they elicit. The problem is it may not 
always be possible to predict which 
emotion will be generated in the face 
of any given threat by particular indi-
viduals. Evolution is a smart system, 
and some of the responses generated 
by fear, such as improved hearing and 
sight, especially in the dark, have aid-
ed survival.2 This no doubt improves 
our ability to see predators, but may 
only cause anxiety disorders when the 
attackers are distant, unknown, or un-
knowable, as is typically the case in 
the realm of cybercrime. Furthermore, 
threats elicit different emotions in dif-
ferent people, with predictable diver-
gence in downstream consequences. 
For example, women are more likely 
to experience fear, while men are 
more likely to experience anger. This 
matters because fear tends to gen-
erate withdrawal, and a tendency to 
avoid confrontations that might lead 
to an escalation of conflict, or a risk of 
blowback effects. Fear can make indi-
viduals pessimistic about their likeli-
hood of prevailing in a conflict. On the 
other hand, anger tends to be quite 
activating, making individuals seek-
ing vengeance quite optimistic about 
their prospects for victory against op-
ponents.4 Thus, policymakers will en-
gender different levels of support for 
their proposed responses depending 
on whether they frame the threat as 
one that should induce fear or anger. 

communication strategies
Nevertheless, there are certain strate-
gies that decision makers can use that 
can prove more effective in communi-
cating the appropriate level of threat 
and security risk to the public. Like 
Paul Revere’s famous ride, credible 
threats should be communicated:

˲˲ by an expert and trustworthy source;
˲˲ it should be focused on a specific 

anticipated attack;
˲˲ it should motivate respondents to 

act; and 

seemingly, just 
making the security 
threat more salient 
increases the 
negative outcomes 
associated with it.
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˲˲ it should provide specific concrete 
actions individuals should take to 
counter the threat. 

In the realm of cybercrime, more 
effective and targeted communica-
tion strategies could help private 
citizens see and understand the dif-
ference between high-profile, low-
probability events, such as non-state 
actors (terrorists) who might pen-
etrate the Pentagon or major utili-
ties, and low-profile high-probability 
events such as that presented by in-
stallation of malware on users’ ma-
chines, compromising them. Such 
targeted communications strategies 
could also clarify the likelihood and 
risks of cyberexploitation, not only for 
holders of financial and identity in-
formation, but for any company that 
holds intellectual property, whether 
that is business plans, research and 
development work, patents, or other 
private information, including medi-
cal records.

Profound threats to security, of 
whatever form, can arouse deeply 
primitive responses in  people for 
a variety of reasons, not the least of 
which is the way in which they make 
our own mortality salient to us. While 
prospects for cyberexploitation may 
not arouse thoughts of death in people 
who become victims, fear of hackers 
penetrating the launch codes of nucle-
ar arsenals might easily do so. When 
death-related thoughts are made sa-
lient to people, they display heightened 
aggression toward those who threaten 
their world view.1,6 And the group re-
sponsible for any given attack may not 
necessarily be the one targeted for the 
aggression that results from frustra-
tion and a sense of vulnerability. 

conclusion
In short, many responses, including 
preemptive responses to presumed 
threats or attacks, are emotionally 
based. These responses may not 
help protect the assets and values 
that are most important and that we 
hold most dear. In fact, overreacting 
to some threats, and not responding 
properly to others may result in our 
failing to protect ourselves as well 
as we might if we understood more 
about the nature of how uncertainty 
affects decision making and percep-
tions of actual risk. 

The academic community, as well 
as the interested and informed pub-
lic, can help by more effectively com-
municating the nature of the objec-
tive risks posed form various aspects 
of cyber threat. And, more impor-
tantly, given the myriad real threats 
and challenges that face us individu-
ally and collectively, from climate 
change to pandemic disease to ter-
rorism, more properly calibrating 
threat to response, and risk to fear in 
the area of cybersecurity, can allow 
all of us to put more time and atten-
tion into preventing and responding 
to the realistic threats that confront 
us, rather than chasing the unrealis-
tic pursuit of existential security that 
eludes us all.  
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